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Background 
This guidance has been developed by IG-Smart Ltd to help you understand the privacy and 
data protection safeguards you and your colleagues need to have in place in order to use 
personal data (including data concerning health) to return to work as Covid-19 ‘lockdown’ 
restrictions are eased and businesses return to a new normal. It has been created based 
upon questions we have been asked from clients of ours that have started to get their 
employees safely back to work on site and issues we have helped clients to resolve that 
have arisen since the Covid-19 outbreak.  
 
This guidance will address: 
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The lawful basis or bases your organisation may be able to rely upon to use personal 
data and special category about employees, contractors, and visitors COVID-19 
status in order to return to work safely.  
 
Key data privacy and protection considerations that need to be taken into account, 
and safeguards that need to be implemented, before and when you process 
COVID-19 data that identify individuals.  
 
The use of thermal imaging technology to determine COVID-19 status, in compliance 
with privacy and data protection laws. 

This guide is ideal for: 
Business owners, CEOs, MDs, 
COOs, CIOs and Directors.  
 
Legal counsel, Data Protection 
Officers and Information Governance 
Managers. 
 
HR, IT & Compliance Managers.  

We hope you find this guidance helpful. 
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Data Protection: Covid-19 & returning to work 
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There are many laws that support the processing and sharing of personal and special 
category data when it is in the direct interests of someone's vital interest, occupational 
health and employment, or public health, for example. - See key lawful bases on page 5. 
So you should feel confident in processing such information, but only as and when it may 
be necessary and proportionate to do so, and only when there are appropriate 
safeguards in place. - See key privacy safeguards on page 9.  

Data protection laws like the GDPR will not prevent you from using personal and/or 
special category data (including data concerning health, such as COVID-19 status) to 
ensure that you and your colleagues can return to work safely, and data protection 
supervisory authorities like the UK Information Commissioners Office recognises that as: 
lockdown restrictions start to ease and businesses begin to reopen, we know you might 
need to continue to share information quickly or adapt the way you work.  

Any use of personal/special category data must be proportionate (i.e. you can only 
lawfully share the minimum amount of confidential information that is required to achieve 
whatever the necessary care objective/(s) is/are). An example of proportionate use may 
include your need to know whether an employee has tested positive for COVID-19 within 
the past 14 days to determine whether it is safe for them to physically return to work (i.e. 
outside of self-isolation/remote working).  

Set out below are some of the key things you need to know 
in order to lawfully use data concerning your organization’s 
employees, contractors and visitors COVID-19 status. 

What you need to know 

You must keep a record of processing activities, so that there is a clear record of the 
categories of personal data you are processing – including details about why you are 
processing the data, what third parties may have access to the data (e.g. a third party 
occupational health or IT system provider), whether data is being transferred outside of 
the UK (or EU if you are in Europe), what lawful basis or bases you are relying upon (for 
example, it may be vital interests of employees or necessary for occupational health and 
employment purposes – or it may be with visitors' consent). 
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Lawful bases: processing COVID-19 data  
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Set out below, is a summary of some of the bases that you may be able to rely upon to 
process personal and sensitive/special category COVID-19 data, to help ensure that you and 
your colleagues can return to work safely: 

The GDPR and the Data Protection Act 2018 provides organisations with several lawful 
bases to process personal data, including sensitive/special category data (e.g. data 
concerning health/COVID-19 status) when it is necessary for the interests of; the 
provision of health and social care or public health; assuring medical device/product 
quality; protecting someone’s vital interests; occupational health and employment, for 
example. 
 
Specific GDPR lawful bases for processing data concerning health likely to be relevant to 
COVID-19 and returning to work safely are: 
 
Consent: Article 9 (2),(a) – provides that you may process such data when the individual 
provides explicit consent (unless a European Union or Member State law prohibits such 
processing – for example, Germany and France do not permit thermal imaging 
technologies to be used for COVID-19 return to work purposes). 
 
Whilst it may not strictly be necessary to obtain consent from employees (e.g. when there 
is legitimate occupational health or employment necessity, such as maintaining business 
continuity whilst keeping employees safe), some employers may choose to seek their 
employee's consent (however this can present challenges, see Point to note, below). 
Organisations may however, need to consider obtaining explicit consent from people that 
they do not directly employ (e.g. contractors, or visitors). 
 
Point to note: In order for consent to be valid under the GDPR, it must be freely given, 
specific, informed and unambiguous indication of the data subject’s wishes by which he 
or she, by a statement or by a clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her. So, for example, if an employee/
contractor/visitor does not have a choice other than to provide data about their COVID-19 
status in order for you to allow them into your office/(s), then consent will not be valid. 
Also, note that consent will only be valid when it necessary to process such data in order 
for the employee to perform their contract or a contractor to perform their service. 

Necessity: Article 9 (2),(b) – provides that you may process such data when it is 
necessary for the purposes of carrying out the obligations and exercising specific rights of 
the controller [e.g. your organisation] or of the data subject [e.g. your employees, 
contractors, visitors, etc.] in the field of employment and social security and social 
protection law. Unless a European union or Member State law prohibits such processing, 
and only when there are appropriate safeguards in place to protect the rights and 
fundamental freedoms of the data subject.  
 
Necessity [cont.]: Article 9 (2),(h) – provides that you may process such data when it is 
necessary for the purposes of preventive or occupational medicine, for the assessment 
of the working capacity of the employee – subject to the appropriate safeguards being 
in place. 

.	
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Lawful bases: processing COVID-19 data 
[cont.]  
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Within the context of returning to work and COVID-19, the lawful bases described above, 
essentially mean that employers can, for example, require employees to notify an 
occupational health professional (internal or external), if they have tested positive for 
COVID-19, or had symptoms of the same, within 14 days of the date that the employee is 
scheduled to return to work. Enabling the occupational health professional to make an 
informed decision as to whether the employee has the capacity to return to work. Such use of 
special category data, is arguably proportionate and in the interest of protecting all 
employees. Use of an occupational health professional, not only gives assurance that any 
clinical risk implications will be carefully considered, it also helps to preserve employees 
privacy by restricting access to sensitive employee data to a trained professional/(s) (and not 
unnecessarily sharing sensitive data concerning health with untrained professionals or the 
employees’ colleagues).  
 
It may also, be considered proportionate (and therefore lawful) to require employees to 
complete a COVID-19 symptoms checker, assessment, form, etc.  
 
In contrast, for illustrative purposes, compelling employees to share their detailed medical 
records, or to be tested by a non-medical/occupational healthcare would arguably be 
disproportionate (and unlawful)! Compelling employees to be tested, may be a violation of 
their human rights.  
 
What if you do not have an occupational health scheme? 
According to the Advisory, Conciliation and Arbitration Service (ACAS) smaller organisations 
that do not have an occupational health policy or scheme should consult the employee (e.g. 
by asking them to complete a symptom survey/checker) and/or the employee’s doctor (with 
the employee’s consent), where necessary (e.g. the employee is not sure whether they have 
COVID-19 or not).  
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 

Lawful bases: processing COVID-19 data  
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Lawful use of Thermal  
Imaging Technology  
for COVID-19 and return to 
work purposes 

Using thermal imaging technology for the purposes of screening employees, contractors or 
visitors temperatures to determine whether they have COVID-19, or not, to ultimately decide 
whether they should return to work/enter your organisation’s office/(s) or premise/(s) is both 
complex and controversial from both data protection and privacy, and efficacy standpoints. 
 
For example, IG-Smart Ltd has been researching how other regulators across Europe have 
been interpreting the question of the necessity of using thermal imaging in the fight against 
COVID-19 and a valid point has been raised by some, about the fact that approximately only 
50% of people with COVID-19 actually have a high temperature as a symptom. The German 
regulator (and others, including France) have therefore taken the view that thermal imaging is 
not 'necessary' (as it is not an effective enough means of identifying COVID-19 cases), and 
therefore the use of such technologies to process personal/sensitive data is considered 
disproportionate. Some recommend outsourcing screening to occupational health/medical 
professionals as a safer more reliable option. 
 
Organisations should also, therefore, consider the efficacy of thermal screening, and whether 
introducing thermal screening has the potential to introduce COVID-19 risks. For example, if 
employees, contractors, visitors that have COVID-19 but do not have a temperature are 
allowed into a building because they are not detected by the thermal imaging camera - could 
your organisation be placing people at risk of infection? 
 
One potential way to mitigate this possible risk could be to require employees, visitors and 
contractors to complete a 'symptoms questionnaire' to identify whether they have other 
symptoms. Doing so may also strengthen the argument for the proportionality of the use of 
thermal imaging - as it will not be solely relied upon to achieve the desired outcome (e.g. only 
permitting people into your organisation’s office/(s) that do not present a COVID-19 risk). 
 
If you do decide to use thermal imaging technologies for COVID-19/return to work purposes 
(assuming it is legal to do so in the country or countries that your organisation operates in), 
then the following guide will provide you with a high-level overview of some of the key data 
protection and privacy considerations for using thermal imaging technologies in the 
workplace. Whilst specific reference to thermal imaging technologies has been made, the 
same guidance would essentially apply to any technology that is considered to be privacy-
invasive. 
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Thermal imaging & Covid-19/Return to work 
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Seeking employee consent to use thermal imaging technologies for COVID-19/return to 
work purposes is not likely to be an appropriate option for employers. This is because 
that consent will not be freely given (there to be a potential imbalance of power between 
the employer and employee that may vitiate consent and consent is likely to be 
conditional – e.g. if you do not consent you will not be permitted to enter a building).  

The use of thermal imaging will need to be considered on a case by case basis. In some 
instances it may be proportionate, in others, it may be disproportionate to use such 
technologies. In most cases, it will be considered to be high risk and potentially privacy-
invasive processing (as you will ultimately be systematically monitoring people and 
processing special category data concerning health). Notwithstanding the fact that in 
some countries it may be illegal (e.g. Germany and France). 
 
To be GDPR/UK Data Protection Act 2018 compliant, you must conduct a Data Protection 
Impact Assessment (DPIA) before undertaking high-risk processing activities/where the 
processing involves risk/(s) to special categories of data (e.g. processing an employees 
COVID-19 status) or systematic monitoring of individuals (e.g. using thermal imaging 
technology or CCTV).  
We therefore recommend that you complete a DPIA using the DPIA template that has 
been prepared by the Surveillance Commissioner in conjunction with the ICO before you 
decide whether thermal imaging is appropriate for your organisation. (particularly if your 
organisation is UK based). 
 
There is also a need to conduct a Legitimate Interest Test (if that is the lawful basis that 
your organisation seeks to rely on) - see this: 
ICO guidance on workplace testing for employers. 
 
It will be necessary to demonstrate that there are not less privacy-intrusive means to 
achieve the same outcome (e.g. a symptom checker or occupational health assessment). 

What you need to know 
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Safeguarding privacy in the ‘new normal’ 
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Avoid using technologies that are privacy-invasive unless there is a clear lawful basis 
for doing so, and you have conducted a robust DPIA (consulting the data protection 
supervisory authority as the GDPR requires you to do if there are privacy and/or data 
protection risks associated with the processing that cannot be mitigated). 

Ensure that you clearly inform all individuals whose personal and/or sensitive/special 
category data you intend to process to establish whether they are safe to return to work/ 
free from COVID-19, including employees, contractors, site visitors etc.  
 
Only use the minimum amount of personal/sensitive data that are necessary to achieve 
the purposes of processing (i.e. getting everyone back to work safely and keeping them 
safe from COVID-19 risks). 

Key things you need to do 

Restrict access to any data you may process on a strict need to know basis (e.g. 
occupational health therapist or line manager). Conducting due diligence on any third 
parties that may require access (e.g. external occupational health or technology 
provider).   

Make sure that there are appropriate organisational (e.g. policies, standard operating 
procedures and oversight committees), people-based (e.g. training and awareness 
guidance) and technological controls in place (e.g. data anonymisation, tokenization, 
encryption, multi-factor authentication, strong passwords, etc.) to protect any personal/
special category data you may process. 

Respect peoples rights and fundamental freedoms in relation to their privacy and how 
their personal data are used, including their right to access, object, data portability, 
erasure, and rights in relation to profiling and automated decision making (which may 
be particularly relevant if you are considering using automated technologies to 
determine whether employees are safe to return to work).  
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About IG Smart Ltd 

We are here to advise & support you 

‘Covid-19 Data Protection Guidance: Returning to work safely’ is published by IG-Smart Ltd Copyright © IG-Smart Ltd. All rights 
reserved. No part of this publication may be reproduced, copied or transmitted in any form or by any means, or stored in a 
retrieval system of any nature, without the prior permission of IG-Smart Ltd except as permitted by the provisions of the 
Copyright, Designs and Patents Act 1988 and related legislation. Application for permission to reproduce all or part of the 
Copyright material shall be made to IG-Smart Ltd, at info@ig-smart.com. Although the greatest care has been taken in the 
preparation and compilation of this report, no liability or responsibility of any kind (to the extent permitted by law), including 
responsibility for negligence is accepted by IG-Smart Ltd, its servants or agents. All information gathered is believed correct in 
March 2020. All corrections should be sent to IG-Smart Ltd for future editions. IG-Smart Ltd is not a law firm and nothing in this 
document should be taken as legal advice.  

Disclaimer 

Contact us on +44 (0) 207 167 4268 
Or info@ig-smart.com 

WWW.IG-SMART.COM 
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IG-Smart Ltd comprises a multidisciplinary team of data protection and privacy law, cyber 
security, and technology professionals. We help enable world-renowned institutions and 
trusted brands to keep the personal and sensitive data they process private and secure. Many 
of our clients provide critical frontline health and social care services and have been deeply 
impacted by Covid-19. For example, we have been directly involved in a national COVID-19 
programme - leading on the Legal and Information Governance work streams.  
 
We are proud to have been awarded the Innovation & Excellence Award for GDPR 
Consultancy of the Year 2020, the Global 100 Award for Best Cyber Security Consultancy 
Firm 2020, and the UK Enterprise Award for the Best Cyber Security Consultancy Firm 2019.  
IG Smart Ltd.'s MD Michael Abtar is a winner of the 2019 and 2020 Top 100 CEO Today 
Awards.   
 
Clients that we are proud to serve and be trusted by include, The Department of Health & 
Social Care, NHSx, Nectar, Yell Ltd, NHS England, Paul UK, AIMIA ILS, Indivior Inc., 
Glenmark Pharmaceuticals, UCL, Liverpool John Moores University, Banham Security, 
AccuRx, Addvanced Solutions (CIC), The Myton Hospices, The Mary Ward Settlement, DAG 
Global, Quince Capital, and National Services for Health Improvement Limited.  
 
 

Please feel free to get in contact with us if you are facing any specific data protection, cyber 
security or information governance challenges that you would like us to advise on and/or to 
help you overcome.  

Michael	Abtar,	LLB	(Hons),	PG.	Dip	
Law.	Cert.	DPO	–	MD	&	Principal	

Consultant		
michael@ig-smart.com		

Miranda	Howard	BSc,	MSP,	Cert.	
DPO	–	Senior	Consultant	&	IS0	

27001	Lead	Auditor	
miranda.howard@ig-smart.com		


